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Visibility and Control
Over user and application traffic
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CREDENTIAL STEALTH
HARVESTING  MALWARE

Contain Threats

Contain Threats
Block malware from spreading, exfiltrating data and
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XG Firewall’s Winning Advantages
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XG Firewall

Control Center

Current Activities
Reports
Diagnostics

ROTE

Firewall

Intrusion Prevention
Web

Applications

Wireless

Email

Web Server

Advanced Threat
Synchronized Security

INFIGURE

Network
Routing
Authentication
System Services

Profiles

Hosts and Services
Administration

Backup & Firmware
Certificates

@ How-To Guides LogViewer Help admin ~

Control Center

(SFOS 17.1.0 Beta-1-OMC)

System Traffic Insight User & Device Insights

Web Activity Security Heartbeat®

1 e

Risk
,\,%// \‘/\ ~ N Synchronized Application Control™

183 6
O /0 3 /3 Cloud Applications

Categorized Apps New Apps
RED Wireless APs 12 Apps
= 218MBIn
O l O & 505 MB Out
Connected Remote
Users

oD {‘z

Performance Services

- o

Interfaces VPN

Sandstorm

Live Users 1 10
) Clean

Allowed Web Categories Network Attacks

CPU Memory
Bandwidth
3.03K
High Availability: Not 667
459
459

Sophos Firewall Man: Source blocked

Running for 1 day(s), 1 hour(s), 59 minute(s)

Active Firewall Rules

2 4 13

1sin € Tota

Reports Messages

Warning

Alert

Click He




1. Reveal Hidden Risks
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» B3 pashboard

» T gctem

b @ oo

» @ 36/46/Modem
» &= Sonicpoint
bg Firewall

bﬁ Firewall Settings
» @ oprss

» @ oprssu
P& Capture ATP

» & vor

b Anti-Spam

» @ vy

» B8 ssiven

» & Virtual Assist

» & Users

» 2 High Availability
v U ey s
» 4 WAN Acceleration
» B8 AppFow

v 1

Category Priority Message

16:23:225ep20 751 Security Inf DPI-SSL: SSL connection aborted during negotiation with server: connection between v[\o I Sl e =)
o Services 74.126.144.110:443 and 192.168.150.214:59786 available) =S
16:23:22Sep20 1154  Firewall  Alert Application Control Detection Alert: PROTOCOLS SSL -- TLSv1.2, SID: 7927, AppID: 1279, CatiD: 74 74.126.144.110, 443, X1 192.168.150.214, 61401, X0  tcp =
. Application Control Detection Alert: WEB-BROWSER OpenSSL Client - HTTPS Activity, SID: o
16:23:22Sep20 1154  Firewall  Alert 6427, AppID: 1895, CatiD: 88 192.168.150.214, 59786, X0 74.126.144.110, 443, X1 tcp =)
16:23:21 Sep 20 526 Network Notice Web management request allowed 70.91.35.237, 14501, X1 173.240.215.242, 443, X1 tcp = \8)
16:23:16Sep20 175  Network  Notice ICMP packet from LAN dropped 192.168.150.224, X0 192.168.150.242 icmp S
6:23:15Sep 20 | 1073 | Users Warning | SSO agent retumed error 192.168.150.6, 2258, X0 92.168.150.212, X0 L " e©®
il Application Control Detection Alert: FILETYPE-DETECTION Image -- GIF 2 (HTTP Download), SID: N
16:23:11Sep 20 1154 Firewall Alert 4235, AppID: 990, CatiD: 72 54.243.160.36, 80, X1 1592.168.150.210, 62512, X0 tcp =(x)
— Application Control Detection Alert: WEB-BROWSER HTTP User-Agent -- Microsoft Windows 7, =Y
16:23:11Sep20 1154  Firewall  Alert SID: 10263, AppID: 1901, CatiD: 88 192.168.150.210, 62512, X0  54.243.160.36, 80, X1 tcp =)(X)
ik Application Control Detection Alert: BROWSING-PRIVACY Chart Beat - Client Activity 1, SID: =
16:23:11Sep20 1154  Firewall  Alert 3957, Apxl: 1305, CatiD: 75 192.168.150.210, 62512, X0 54.243.160.36, 80, X1 tep =X
16:23:085ep20 1154  Firewall  Alert gup'[';z;':" Canired Detaction St: MGTICHB IR Beeo) - GRL S0 MG A0, | i Bl [IREDSIACIA R te =@
16:23:07Sep20 791 Security 1 DPI-SSL: SSL connection aborted during negotiation with server: connection between r[no Cetae are =(x)
o Services ° 74.126.144.110:443 and 192.168.150.214:59785 m“a“ biegE] &
16:23:04Sep 20 41 Network Notice Unknown protocol dropped 192.168.150.180, 17, X0 235.192.0.0, 17 igmp = \81
o e Policy: CFS Default
16:23:04Sep 20 57 Log Inform Web site hit 152.168.150.213, 57742, X0 77.234.41.56, 80, X1 tcp Policy Info: 6148
16:23:01Sep20 1154  Firewall  Alert :up'[')m_ ;':' A DN PRNIOLERL (RIY T ~Teey T i N M0 | e seas | moseisatan tep
16:23:01 Sep 20 1235 Network Inform Packet allowed: matched Access Rule 152.168.150.213, 57742, X0 77.234.41.56, 80, X1 tcp = \8)
16:22:59 Sep 20 537 Network Inform Connection Closed 8.29.229.2, 56026, X1 173.240.215.242, 443, X1 tcp = \8}
16:22:57Sep 20 38 Network  Notice ICMP packet dropped due to Policy 144.223.242.33, X1 173.240.215.242 icmp =(x)

last update: UTC 16:23:27 Sep 20



XG Advantage: 7[A| A QI C{StH M| 0] ME] (Traffic-Light indicator)

" SOPHOS () @& How-To Guides LogViewer Help admin v O| od O] Ol o} O.” X_I 'é‘l_ Al ACHI
L , i TIH X Tl &3 — — O
irewall G SFO AC)
MONITOR R AMALYZE Traffic Insight User & Device Insights A Ol El Xl O_.!' o Cl d A
Control Center Web Activity Security Heartbeat® O L LO — O u p p S
Current Activities g
:Ieportsst. Performance Services 1 :I’ 2
agnostics /\ sk o
B 0 AT | 22 X[ X| &= Windows/Mac &
ﬁre1~all Interfaces VPN — 7\ NS IE™ 2 R 7 g TR, Synchronized Agguetition Controi™
Intrusion Prevention 263 6
Cloud Applications Categorized Apps New Apps
Web 0,0 3/3 oo = : -
Appllcat!ons 8o Wirsleas ABS B 12 Apps 18¢ psS in total detected O | A I A E—I —— Pa |Oa d S
Wireless & 218MBIn — O — (LI y
Email O l O & 505 MB Out Sandstorm
Web Server Connected Remote Live Users 5 1 10
Users
Advanced Threat . ali Clean
Sunohroniied Seouky cPU Memory Allowed Web Categories Network Attacks = O| —é—_l E | (@) A|__Q_ X"
Bandwidth 6.31K ATP T O IT — (@)
e 3.03K
L\\,’pN’ & High Availability: N 667 o
Network Sophos Firewall Manag d :: Source blocked L o e
Routing Running for 1 day(s), 1 hour(s), 59 minute(s Xl — O:l o) | O:I
Authentication O o TlHdH
System Services
Syt Active Firewall Rules Reports Messages
- e —
Profiles 2 L _1,3 Risky Apps seer Mizrning, Ol O‘I | h___o O-I = El ;‘” Ol A:i
Hosts and Services = = NGB ta ‘ > T O IT — = —
Administration
Backup & Firmware
Certificates
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@ How-toguides Logviewer Help admir

Control center New
rEATEEL X6230 [SFOS 17.5.0 Beta-1) Sanctioned
S System Traffic insight Unsanctioned
Control center Web activity Cloud applications TOIeratEd
Current activities R * Cloud applications
Reports Performance Services
Diagnostics
° (1)
PROTECT Interfaces
Firewall
Intrusion prevention O /O 3 /3
Web RED Wireless APs Allowed app categories Network attacks
Applications 3,265.44M
W= gnnected remote Eli;r;l_users SR} Sanastorm
Email users 2,510.58M 0
Web server 318.68M Malicious
Advanced threat CPU 15% Memory 36% 288.04M
Central Synchronization Bandwidth H40KB/s Sessions 64 ATP
Allowed web categories Blocked app categories
CONFIGURE High availability: Not configured 2
VPN . . 1.93K Sources blocked
Network Sophos Firewall Manager: Not configured 76
Routing Running for 12 day(s), 23 hour(s), 46 minute(s) 502
Authentication 401
System services
SYSTEM Click on widgets to open details
IFREE Active firewall rules Reports Messages
Hosts and services
Administration 5 13 Risky apps seen Warning
Backup & firmware i Network
Certificates Objectionable

websites seen

Used by top 10
web users

2 1 2

Unused Disabled Changed

Intrusion attacks
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Filter / Sort

Cloud Application

Classify

Traffic Shape

Users and Volume of Data

SOPHOS

/ XG Firewall

MONITOR & ANALYZE
Control Center
Uffemictivities
Reports
Diagnostics

PROTECT
Firewa
Intrusion Prevention
Web
Applications
Wireless
Email
Web Server
Advarne hreat
Synchronized Secul

CONFIGURE
VPN
Network
Routing
Authentication
System Services

SYSTEM

Hosts and Services
Administration
Backup & Firmware
Certificates

A =2

SOPr——

Applications

Cloud Applications Synchronized Application Control

From:2018-03-21 To:2018-03-21 ~ Unsanctioned

» Hotmail WebMail
Web Mail MediumRisk Unsanctioned
Classify Traffic Shaping

Facebook Website
Social Networking Medium Risk Unsanctioned
Classify Traffic Shaping

Dropbox Base
Storage and Backup Medium Risk Unsanctioned
ClaSsw@ Traffic Shaping

Host Uploads

joe 192.168.1.2
chris 10.0.1.15
192.168.1.2

Unauthenticated User

Unauthenticated User 10.01.61

o & 7tAl'Z0] =

Application List

All Categories

Upload Data

200 MB

179MB

167MB

@ How-To Guides

Application Filter

Sort by Bytes Transferred

127MB 1

Traffic Users

3.27MB 5

Traffic Users

226 MB

Traffic

Downloads

0

Uploads

0

Uploads

0

Uploads

Download Data

20 MB
103MB
813 KB

11.8KB

Log Viewer

Help admin
Sophos

Traffic Shaping Default

0

Downloads

0

Downloads

0

Downloads

File Type

Results: 3

0

File Types

0

File Types

0

File Types




Top Applications

Application =X ol 2 |-

Lenera

General HTTPS MGMT

General DNS

_ General TCP
I:C|>I-§|' H—‘:| O'I % El ?'” O AI_ % Service RPC Services (JANA
A :I_ | X_ 7| = |. Ol L |_ BitTorrent Protocol--UDP Activity 1 [Reqs 51D 5]-63
— H .
Application Categories A, Filter Applications ow | 5 minutas
g- A%I E- ;-I O()ll-ﬁgl _{ EH 90%7|_ General Internet [N I I Y 209.42MB
1= Al QE=LIC} Unclassified 40,03MB
ol LO = | Software Update 35.06MB
Infrastructure [ 8.24MB
OI b' OH Eg I_l EH Streaming Media | 2.74MB
="1T H EIE_ 7%0 A Obytes 5722MB 114.44MB 17166MB 228.86MB 286.1MB
éj 1 LINE 2+
EMEELJEh
OoOld OHE= O E ol 1T
7Is& 7HX| 1 [R5 H L
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IM and Conference Apps
(Skype, TeamViewer)

BitTorrent and other P2P Clients
(uTorrent, Vuze, Freenet)

Proxy and Tunnel Clients
(Ultrasurf, Hotspot Shield, Psiphon)

Games
(Valve and Steam)
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Go gle how to bypass firewall
All Videos Images Shopping News More Settings

Method 5 Use a VPN if Proxy sites don't Work

X ) rem=—=—rm |

1. AVPN works as an encryption agent between your ProxyS|te
system and network and in this way it bypasses all
firewall restrictions. ...

2. Hotspot Shield, SuperVPN and OpenVPN are
some popular names from VPN providers. ...

3. Just install and click connect.

9 Easy Ways to Bypass a Firewall or Internet Filter - wikiHow
https://www.wikihow.com/Bypass-a-Firewall-or-Internet-Filter

About this result Feedback

People also ask

How do you bypass a proxy server?
How can | bypass blocked sites?
How do you unblock a website at school?

How do you unblock YouTube on a school computer?

9 Easy Ways to Bypass a Firewall or Internet Filter - wikiHow
https://www.wikihow.com/Bypass-a-Firewall-or-Internet-Filter v

Method 5. Use a VPN if Proxy sites don't Work. A VPN works as an encryption agent between your
system and network and in this way it bypasses all firewall restrictions. Hotspot Shield, SuperVPN and
OpenVPN are some popular names from VPN providers. Just install and click connect

How to Get Past Any Web Blocker Firewall (Bypass School Firewall ..
A https //www youtube com/watch?v=jKILPPnexfc
Se 16 - Uploaded by ThioJoe
>NOTE This video is a joke, but | have switched to only making REAL tech
videos, see some here [> https://www

How to Bypass Firewalls & Get Into Blocked Websites in School or at ...
www.makeuseof.com/tag/how-to-get-into-blocked-websites-in-school-with-freeproxy/ ¥

Apr 23, 2009 - How to Bypass Firewalls & Get Into Blocked Websites in School or at Work With
FreeProxy Okay kids, you've been searching the web for how to

How to Bypass School Internet Filters to Unblock Websites « Digiwonk ...
https://digiwonk.gadgethacks.com/how-to/bypass-school-internet-filters-unblock-web... ¥

Dec 17, 2015 - Lightspeed is a particularly effective firewall, but a Google Chrome extension called
UltraSurf can get around it rather easily. Install UltraSurf for
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{ bypass firewall

About 80,900 results >
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ile

Edit

Googl

Favorites

Jle

View

Favorites [

) YouTube - Bload(am‘

How to Get Past Any Web Blocker Firewall (Bypass|
Work, Home)

ThioJoe & 151K views * 1 year ago

Welcome to Hotspot «

Hotspot Shield Elite is ad-free a.
Already an Elite user? Sign In

Firewall Bypassing & Penetration Testing in Highly

Environment
Bhargav Tandel + 32K views * 3 years ago

ver. 3.42

nds, Today i am w you Firewall Bypassing and Penetration Testing in Hihgly

PC Tutorial | How To Bypass Your Sch
InModWeTrust360 | Modding Made Easy * 74K view

Bypass ANY Firewall/Hide Traffic - SS

mushroomHEADBANGERS + 105K views + 7 years a

tutorial | show how to bypass ANY firewall

Bypass the Chinese firewall with Shac

DemmSec + 2.6K views + 3 months ago

How to Bypass School Firewall (easy
Austin Bishop * 18K views * 6 years ago

Youl I3
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Top Concerns

o{Z2|#|0|M 7[A| o] =0 2 9ISt concerns
Security Concerns

Performance Concerns

Productivity Concerns

Liability & Compliance Concerns

Prioritization Concerns

Visibility Concerns

No Concerns

1I|””

(=]
ul

10 15 20 25 30

% of Respondents
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Retake control of your network

Synchronized Application Control

Currest Activaies

nnnnnnnnnnnnnnnnn

What Firewalls See Today

What Synchronized App
Control Sees

nnnnnnnnnnn

SOPHOS 21
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XG Firewall sees app traffic that _
does not match a signature path and even category to XG Firewall

O_I %El 9_” Ol A A_I tEﬂ 9{ X_” O_I for classification

S XG Firewall

- —=-=; EREEELLE Security Heartbeat™
L""E‘-"- el Synchronized App Control

Sophos Endpoints

Internet

ofSZ|AoldS =R R MO 7S
Automatically categorize and control

where possible or admin can manually set
category or policy to apply.
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XG Firewall

MONITOR & ANALYZE
Control Center
| Current Activities

XG Firewall A 2 X} Al P—

Af%xf A—! EJ_-|-|' OI_|§O-" _jlc_l_T'_ 'IQI'OL:IAO-I VDiagnostics
sfLto| E0IM SILO SIBS S8 o

HE AMNEAEH S 2

9|

Intrusion Prevention
Web

Applications
Wireless

_l- el

ol HERAO Hetet o
A H=| Web Server
o I —

Advanced Threat

L]
Al

(@)
LLE

At

ofo rin

CONFIGURE
VPN
Network
Routing
Authentication

System Services

SYSTEM

. Profiles

Current Activities

Live Users

chrismobile

chrisipadm

mindyipad

mindymobile

xuxinmobile

Xuxinimac

serveradmin

chris

v Authentication /

Web Client

SSO

Clientless

L2TP VPN
IPsec VPN
PPTPVPN

Thin Client

SSL VPN Tunnel
NTLM Client
Android Client
iOS Client

i0S Web Client
Android Web Client
Radius SSO

API

WIiFi SSO

ewer

Help admin ~

Start Time

2017-03-08 23:45

2017-03-08 23:45

2017-03-08 23:45

2017-03-08 23:45

2017-03-08 23:45

2017-03-08 23:45

2017-03-08 23:45

2017-03-0811:48

2017-03-08 11:53

soPiee < Sophos is the only vendor to offer this level of user auth flexibility )

0.00 KB

44636.78 KB

195241 KB

1153.64 KB

0.00 KB

0.00 KB

0.00KB

B64770.92 KB

151686.95 KB
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admin *

Sophos

Log Viewer Help

£+ Show Reports Settings

Email Compliance Custom

PDF EXCEL Bookmark Schedule

m -
(]
L_J -
0 UK€ U 0 DETOrE A Ceu U
- D
Control Center ? [} koo Ve b, s = OPHU Reports
XG135w (SFOS 16.01.0) S
System Traffic Insight User & Device Insights
= Dashboards Applications & Web Network & Threats VPN
Web Activity curity Heartbeat 0
® %
v ? 1 ’
Performance Services l Show: User Threat Quotient (UTQ)
> Missing —
9‘, @ Heartbeat
T VPN Advanced Threat Protec 0 i )
2016-09-29 for LLast? Days H FROM: 2016-09-23 TO: 2016-08-29
cPU Memory Allowed App Categories Network Attacks U
4,020.65M 5
1,983.99M one! o '’
o~ 0 0
905.67M 2
- 232,74 3 3 user(s) account b
Sessions 88.02M for 80%+ of risk! L .
plicatio Users with high threat quotient
& ” " Allowed Web Categories Blocked App Categories
23.56K IQEé Wireless APs
5.45K
High Availability: N 3.9k 0
eb
Sophos Firewall Manager ed 3.63K R
2.01K Connected Remote Live Users ad
Runnin days, 25 urs, 21 minutes Users
32
K t
Active Firewall Rules Reports Messag
2 3 9 Wafning ?
Busines J T Ne otal =
' 3
enticatio ]
]
g
H
£
v
2
e 66"
1 0 1 g0 \ 60"
Unused Disabled Ch ggr & 7 3, - 3
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SOPHOS

XG Firewall

Log Viewer Help admin ~
Sophos

Reports
£+ Show Reports Settings
MONITOR & ANALYZE

Applications & Web Network & Threats

Compliance Custom

Generate

Control Center Dashboards

Current Activities

Show: User App Risks & Usage View All FROM: 2016-10-02 TO: 2016-10-02

Reports
Diagnostics

High Risk Applications Application Risk Levels

PROTECT

Firewall

TOR Proxy [N 1.15MB ? I 22.04MB

Intrusion Prevention

Skype Services 546.41KB 1.69MB

Web

5
Freegate Proxy 4.59KB D4 4.15MB
lications
App 3

ZIP File Download 69.29MB

Wireless
Multi Thread File Transfer 536.25KB 2 78.59MB

Email

Web Server
Advanced Threat

CONFIGURE
VPN
Network
Routing
Authentication

System Ser

S( sysTem

Application/Proto:Port

Application/...

TOR Proxy
Skype Services
Freegate Proxy

ZIP File Downl...
Multi Thread Fi...

Obytes 781.25KB 1.53MB 2.28MB 3.05MB 3.81MB

Bytes

Bytes

115 MB
546.41 KB
459 KB
31MB
536.25 KB

Lesar

Obytes

?
[ 5
4

17.17MB

34.33MB 51.5MB
Bytes

Application Count Hits

25

925
2380
169
921
262

68.66MB 85.83MB

Bytes
22.04 MB
1.69 MB
415MB
69.29 MB
78.59 MB

\iovas Moo

Sophos is the only vendor to offer this level of rich on-box reporting




2. Block Unknown Threats
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Ransomware in Software Updates

New Mac Malware Found Hiding In A Fake

Adobe Flash Update
0600006

Lee Mathews,
FUL
Opini sed by Forbes Contributors are their own.

Suppose yo suddenly you see a notification
that software on your computer needs to be patched. Sounds
urgent, right? You don't want to be wandering the Web with

THE PETYA PLAGUE EXPOSES
THE THREAT OF EVIL
SOFTWARE UPDATES

outdated software, and you r

Hirough the upllaie pravess jji'HandBrake Download Mirror
Compromised With Mac Malware
ay 10, 2017 a' 2

SSSSSS

SOPHOS



What’s Ne)(t? The Internet of ransomware things... Jm 20 Bucks JE[
loT Ransomware? g

TIME I SMELL
SMOKE, I MGHT
ON STRIKE
HUNGRY? UNTIL YOU N D. JUEngl-EEE‘Ir? You
PAY UP AND SEND MONEY 20 BUCKE —_— - -
ILL UNLOCK TO MY IN MY PAYPAL | ——— /' THE NEXT TIME
MY DOOR/ HACKERS. ACCOUNT AL BE YOU LEAVE, ITLL g‘_fﬂ‘ E#Eiﬁg
- S| |ORI'LL ONLY || (BURNING THE cosTYoU 190
BREW

7
’.a"

BOING TO 6O
TOAST IF YOU EKEE?NTT%‘?EE OFF RANDOMLY
' DEC’H DONT GET HOUSE, UNLESS THROUGHOUT
ME SOME YOU GIVE ME THE NIGHT,
DOLEH.I" . 875 NOW! UNLESS YOou
1 *DONATE".
[ ™

Y
-0 =
) ) - .
YOUR DIRTY A = I

 YOou Suck!

¥ Bitcoin to*
sggf*control

. O C &E&‘z;‘:ﬁi

\II f
DISHES CAN " EXCUSE US L .
WHILE WE
ooty parTICIPATE — 17l
HACKER $100 BUSY MINING

He I’M TURNING
OR I’LL REVERSE _ BITCOINS, IN A nm:s OFF THE
MY MOTOR AND

HEAT UNTIL
YOU WARM UP
BLOW DIRT ALL MY BANK
OVER THIS ACCOUNT!
FPLACE/ —
7 1L START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
IF YOU DON‘T .. \ A TRANSFER. I1L TELL EVERYORE
SEND US CASH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH
TRASH. TO BUY AN INTERNET-
CONNECTED BROOM/

SOPHOS
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A full suite of technologies easi/y managed from a single screen

Malware Scanning

@ Intrusion Prevention System

Q Application Control

@ Web Protection & SSL Inspection

é:é)} Advanced Threat Protection

@ Deep Learning Sandboxing

QQQ Synchronized Security

SOPHOS

Scan HTTP
Decrypt & Scan HTTPS

Detect zero-day threats with Sandstorm

Scan FTP

Advanced

User Applications Synchronized Security

Intrusion Prevention

LAN TO WAN

Traffic Shaping Policy

Minimum Destination HB Permitted:

GREEN YELLOW
Block request to destination with no heartbeat

Web Policy

Default Workplace Policy v
(C) Apply Web Category based Traffic Shaping Policy
Application Control

Block very high risk (Risk Level 5) apps v

[j Apply Application-based Traffic Shaping Policy

Minimum Source HB Permitted:

(® GREEN O YELLOW
[C) Block clients with no heartbeat

(O NoRestriction

NAT & Routing

Rewrite source address [Masquerading)
() use Gateway Specific Default NAT Policy

Use Outbound Address

MASQ

MASQ (Interface Default IP)

Primary Gateway

WAN Link Load Balance

Backup Gateway

DSCP Marking
Select DSCP Marking
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A full suite of technologies easily managed from a single screen

Malware Scanning

DIVE] | JA\Y Scan HTTP
Decrypt & Scan HTTPS

Detect zero-day threats with Sandstorm

SSL Inspection

Scan FTP
Sandboxing Advanced
User Applications Synchronized Security NAT & Routing
I PS Intrusion Prevention Minimum Source HB Permitted: Rewrite source address [Masquerading)
(® GREEN O YELLOW (O NoRestriction
LAN TO WAN D Block clients with no heartbeat D Use Gateway Specific Default NAT Policy N AT
Traffic Shaping Policy Use Outbound Address
QOS Minimum Destination HB Permitted: MASQ

GREEN YELLOW No Restriction

Web Policy . .
Block request to destination with no heartbeat

Default Workplace Policy - Primary Gateway

Web Fllte rlng WAN Link Load Balance

D Apply Web Category based Traffic Shaping Policy

Routing

- Backup Gatewa
Application Control P v

Block very high risk [Risk Level 5] apps v
App Control

DSCP Marking
Select DSCP Marking

() Apply Application-based Traffic Shaping Policy

Prioritization

SOPHOS
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IPS, Web, App Control and Traffic-Shaping and Edit-in-place = 7/ 2f 2 £f 21 & 24

Malware Scanning

Edit-in-place

( Sophos is the only vendor providing this level of integration >

SOPHOS




Sandstorm Deep Threat Prevention
zero day /82 = R E Zf&F Ot o7

Deep Memory Analysis Deep Behavioural Analysis Deep Network Analysis Deep Learning Analysis
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H 22 7FC7>(| A - _IE-I_I Ol)l_'ul_)lk-;u_-lﬂ Sandbox 21| 7| =, Intercept X 7 f 8 DEZTEQ IPS detections = AEH XS o5
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JZ B EFQ) 244 API & File Al 2B z 7 x| ot vy ¥ 740 udnts £ 2
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O| 1 HLC} § £0I£l B3 — powered by Deep Learning

FILES SUBMITTED ~75,000 ~10,000 FILES DETECTED
suspicious files malware and PUA
submitted each files stopped each

OFFICE

week week
20%

|
OFFICE

60%

" o o ol = . ====17
o1k i--l-:\ .itl

[ vetactin - I~ -

SOPHOS
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FILES SUBMITTED

ARCHIVE

19%

EXE

| 15%

OFFICE
60% OTHER

5%

SOPHOS

~75,000

suspicious files
submitted each
week

~10,000

malware and PUA
files stopped each
week

OTHER

»moo;@ * » i

Sandbox Analysis

% CONVICTION

OFFICE
OTHER
EXE
ARCHIVE
SCRIPT

5

20

FILES DETECTED

OFFICE
20%

EXE
34%

40

ARCHIVE
39%
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File
Submission

* Detect
suspicious files

e Pick execution
environment

SOPHOS

e Event logging

e PayloadT&

e Anti-evasion

Stops
ota4 7l otof Xl 10%
A2 2H ¢S more of EXE
El
=HX| malware
D

Behavior Deep
Analysis Learning

e Rules e Detect
unknown

executable
Al
o Event & ZHEHA| threats

e Patterns
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Machine learning Vs. deep learning

©)

=

= ‘/‘ INPUT S
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= Decision Tree Random Forest
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< INPUT OUTPUT
-
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)

Interconnected Layers of Neurons, Each

Identifying More Complex Features
SOPHOS



Sophos deep learning advantages
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Web Content Filtering

Enabling child safety in education

XG Firewall

MONITO

R & ANALYZE

Control Center

Current Activities

Reports
Diagnostics

PROTECT

Firewall

Intrusion Prevention

Web

Applications

Wireless

Email

Web Server

Advanced Threat

Synchronized Security

CONFIG

VPN

URE

Network

Routing

Authentication

System Services

SYSTEM

Proff

Hosts and Services

les

Administration

Backup & Firmware

Cert

ificates

Reports

Dashboards

Show: Web Content

Records perchart: 5 |

Content filter matches

ObjectionableTerms_Custom

Content Filter Hits

ObjectionableTerms_Cust.. 126

Applications & Web

Network & Threats

View All

Websites with content filter matches

www.thesaurus.com [ s0

o Www.urbandictionary.com
www.smh.com.au
hints.macworld.com

api.urbandictionary.com

38

(v17

@M How-To Guides LogViewer Help admin «

$¥ Show Reports Settings

Compliance Custom

FROM: 2017-10-02 TO: 2018-01-16

HTML PDF CSV Bookmark

User IP with content filter matches

10.01.15

IP Address

192.168.1.2
10.01.15

Users with content filter matches
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=
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JavaScript CryptolJacking 2.2

£17] o) S8 =

| SOPHOS B How-To Gui

XG Firewall

MONITOR & AMALYZE

Control Center URL Groups E General Settings
Current Activities
Reports

Diagnostics

Protection
PROTECT

Firewall

Malware and Content Scanning

Intrusion Prevention

Web
Scan Engine Selection Scanning Mode Block potentially unwanted applications

Applications din

Single Engine [Optimal Performance] Batch [Maximum Protection)

Wireless
Email
Web Server
Advanced Threat Do not scan files larger than Authorized PUAS
Synchronized Security [ i 10 MB

CONFIGURE
VPN
Network

Routing Advanced Settings =

*._Authentication

SOPHOS



Policy Test Simulator

Making troubleshooting quicker and easier

Connection Details

URL Connection
Test Time 20:02:48 Thursday
playboy.com http:#/playboy.com
204.74.99.100, port 80, TCP
User se User Unauthenticated

[ Authenticated User

Blocked

Sexually Explicit

Time and Day
and Day Default Workplace Palicy &

20 5|1 02 + Thursday
Matched Web Rule

Test Method Users Activities

Test Web Policy 18 Anybody Sexually Explicit
Web Policy

Default Workplace Palicy -

SOPHOS

Simulate web policy or firewall rules
quickly and easily

Test a variety of protocols or any
website

Test web policy, firewall rules, or both
User, Date, Time Criteria

Full report on what’s allowed/blocked
and what rule or policy is matched



Web Keyword Monitoring

Enabling child safety in education (and identifying bad behaviour in general)

' SOPHOS

XG Firewall

MONITOR & AMALYZE
Control Center
Current Activities

Reports
Diagnostics

PROTECT
Firewall
Intrusion Prevention
web
Applications
Wireless
Email
Web Server
Advanced Threat
Synchronized Security
CONFIGURE
VPN
Network
Routing
Authentication
System Services
SYSTEM
Profiles
Hosts and Services
Administration
Backup & Firmware
\ Certificates

S(‘.—ll 1 Py gam
il LR A

Reports

Dashboards Applications & Web Network & Threats

Show: Web Content View All

perchart: 5| 10 | 25 | 50 | 100 | 200

Content filter matches
Content Filter Hits
Mo Record Found

Websites with content filter matches
Website Reads Posts
Mo Record Found

Log Viewer Help Chris Mc

£¥ Show Reports Settings

Compliance

FROM: 2017-08-28 TO: 2017-08-28

HTML POF C3V

User IP with content filter matches
IP Address Hits

No Record Found

Users with content filter matches
User Hits Dictionaries

No Record Found

Custom

Keyword lists can be added and then
applied to web polices

Websites are scanned for matching
keyword content

Log or Block action when a match occurs

Report shows users and websites
matching keyword content

Quickly identify signs of bullxing,
radicalization, abuse or self-harm before
they become a problem

A key requirement for the UK Education
market

Dynamically block websites based on
content regardless of their category —
block sites that otherwise might be
allowed

Initial keywords included may be limited —
may need to rely on 3" party sources
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' SOPHOS

XG Firewall

MONITOR & ANALYZE
Control Center
Current Activities
Reports
Diagnostics

PROTECT
Firewall
Intrusion Prevention
Web
Applications
Wireless
Email
Web Server
Advanced Threat

Synchronized Security

CONFIGURE
VPN
Network
Routing
Authentication

System Services

SYSTEM
Profiles
Hosts and Services
Administration
Backup & Firmware

Certificates

SOBHOS

Reports

Dashboards Applications & Web Network & Threats

Show: Web Content View All

Records perchart: 5 |

Content filter matches

B — —

Content Filter

3
i
]
c
<
&

ObjectionableTerms_Cust...

Websites with content filter matches

www.thesaurus.com [ e s0
o www.urbandictionary.com 38
www.smh.com.au
hints.macworld.com

api.urbandictionary.com

@ How-To Guides

Compliance

FROM: 2017-10-02 TO: 2018-01-16

HTML F

User IP with content filter matches

LogViewer Help admin «

Sophos
$¥ Show Reports Settings

Custom

CSV Bookmark Schedule

10.01.15

IP Address

192.168.1.2
10.01.15

Users with content filter matches
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3. Automatically Respond to Incidents

3. XtS2HE AFLL CHS
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Synchronized Security - 52t & QI
@)

KA UM ST E BBt BS54 2

SOF

o

Control Center
XG230 [SF0S 17.1.0 Beta-1-0MC)

System

D

Performance

o

Interfaces

0/0

RED

0

Connected Remote
Users

CPU 22%
Bandwidth 23KB/s

2t

Services

0

VPN

3/3

Wireless APs

10

Live Users

Memory 37%
Sessions 286

High Availability: Not configured

Sophos Firewall Manager: Not configured

Running for 1 day(s), 1 hour(s), 59 minute(s)

/

= A — A | —7 [

Traffic Insight

Web Activity

Cloud Applications
12 Apps
=218 MBIN
< 505 MB Out

Allowed Web Categories Network Attacks

6.31K
3.03K
667
459
459

(@
u_

Al EH

ol —

@ How-To Guides LogViewer Help admin ~

Sophos

User & Device Insights

Security Heartbeat®

i 1 2

Risk

Synchronized Application Control™

183 6

Categorized Apps New Apps
189 Apps in total detected

Sandstorm
Malicious  Clean
ATP uTQ
2

Source blocked

52



Synchronized Security - 5214 0l 2|eio| AlH

Associating threats to a device and a user immediately

Contr0| Center 2 Log Viewer Help admin ~
XG135w (SFOS 16.05.1 MR-1) Sophos

SYSTEM CPU & MEMORY NETWORK HEARTBEAT ATP RED ALERT CONNECTIONS & INTERFACES X

1 Show: Missing Red Yellow C] Green
- l HOSTNAME, IP USER STATE CHANGED
System at risk
Sophos Central Mac Server . :
Please refer to Sophos Central to remediate ® Chris 4 minutes ago

endpoint issues.

SOF 53
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Synchronized Security - S9! T

Associating threats to a device and a user immediately

Control Center
XG135w (SF0S 16.05.1 MR-1)

SYSTEM CPU&MEMORY  NETWORK  HEARTBEAT  ATP RED  ALERT  CONNECTIONS & INTERFACES

m HOSTNAME, IP THREAT

ATP Report ® Mac Server C2/Generic-A

Ps 10.0.1.11 C2/Generic-A

Al
-

?

==
—

Log Viewer

Help admin «

Sophos

Reset

COUNT

Sophos is the only vendor that associates a user to a threat instantly

54



Synchronized Security — A} &2} El LS

Automated Response
Automatically isolate, or limit
network access, and encryption
keys for compromised systems
until they are cleaned up

}ml ”H’ %}'lf'{i U%

XG Firewall Sophos Central

System at risk =

e | r o | ‘—
®
XG Firewall .
\ “‘
. . .
e 2 22082 EEEE ann’ Security Heartbeat™ e —
Internet
Servers
Security Heartbeat™ links Endpoints
? with the firewall to monitor health
. 4 and immediately share the presence

of threats.

Instant Identification
Security Heartbeat can
instantly share telemetry
about the user, systems and
process responsible

AEALE 0|23 IS 2 R BoHe QUB

=

SOPHOS



XG Firewall Features
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Sophos XG Firewall Features

Comprehensive next-gen firewall protection

SYNCHRONIZED

SOPHOS

SECURITY
= CONTROL SR s Web Control App Control Content Control
=3 EVEICHERS
Advanced Threat Next-Gen IPS Web Protection Web Appllcatlon
Protection Firewall
. Deep-packet . Encrypted Traffic
SECURITY Stateful Firewall o Dual anti-virus et
SO PO -
B AL = c[Gn ‘ SOPHOS EEEN : i
- N ¢ | . 9 ™ En.1a|.l ant spam.& Email Encryption Data LO_SS Sandboxing
| N || | O T | - phishing protection Prevention
Routing, Bridging Zone Segmentation Traffic Shaping Wireless Controller
& NAT
NETWORKING
FastPath Packet Full standards-
Optimization based VPN RED VPN IPvé Support

SOPHOS



The XG Firewall Advantage

SOPHOS

X6-750 Firewall v16.01
NEXT GENERATION FIREWALL

RECOMMENDED

Next-Gen
Firewall
and ATP

Synchronized
Security

UTM &
Deployment

SOPHOS

Sophos XG
Firewall

CheckPoint
NGFW

WatchGuard
Firebox

Fortinet
FortiGate

SonicWALL
NSA

Cisco
Meraki

FastPath Packet Optimization

Dual AV Engines

IPS (NSS Recommended)

Application Control

Web Protection and Control

User and App Risk Assessment & Visibility

HTTPS Filtering

Advanced Threat Protection

Sandboxing

Identify Compromised Host, User, & Process

Compromised System Isolation

Unknown Application Identification

Full-Featured Web Application Firewall

Email AV, AS, Encryption & DLP

Full Historical Reporting

Plug-and-Play Remote Office Security (RED)

Flexible Deployment (HW, SW, VM, laaS)




Top Rated by Industry Analysts

SOPHOS



NSS Labs 2017 NGFW Report

Best mix of protection,
performance, and value

3rd in Security Effectiveness
Beating: Check Point,
WatchGuard, Fortinet, PAN,
SonicWall, and Juniper

Effectively tied for best Price-
Performance with Fortinet

Lines indicate final
performance from baseline
protection after evasion
detection is considered

Sophos only missed 2 out of
137 evasion techniques and
we are working on patches
for those

Performed much better than
most competitors in evasion
detection

SOPHOS

SOPHOS

XG-750 Firewall v16.01
NEXT GENERATION FIREWALL

~ RECOMMENDED

Fortinet 32000 ‘

[Fortinet 6000

V/

-

Juniper Networks

Palo Atta

NOTE

vendors developed fives, which NSS has subsequentty
verified address the identified issues:

+ Barracuda MNetworks

- Check Poirt Software Technologies:

- Fal to Metworks

= SoraciNa

For more informatien please see the individual product
Tast Reports, or contact NSS Labs.

Barracuda Metworks Anlcwall

Azthe completion of test ng, NS5 natified the vandors whoss
products failed to proper Iy handgle evasions. The follow ng

$60
TCO per Protected Mbps

Security Effectiveness




Sophos is a MQ Leader in both Network and Endpoint

MAGIC QUADRANT for UN

IFIED THREAT MANAGEMENT

Cisco

SonicWall @

Huawei @

Juniper Networks @

Barracuda Networks
e IStec PY Stormshield

Hillstone Networks Untangle
Rohde & Schwarz Cybersecurity @

ABILITY TO EXECUTE

COMPLETENESS OF VISION

Source: Gartner (September 2018)

@ Fortinet

@ Check Point Software Technologies
@ RN

2 \
[ _—
. @ Sophos /'

~ -
~—

@ WatchGuard

UtTmMm M7,
= 4 2|

ABILITY TO EXECUTE

As of July 2018 Gartner, Inc

2018 5= Magic Quadrant for Unified Threat Management,

SOPHOS

Magic Quadrant for Unified Threat Management,
Rajpreet Kaur, Claudio Neiva, 20 September, 2018

COMPLETENESS OF VISION

MAGIC QUADRANT for ENDPOINT PROTECTION

PLATFORMS

- ~

Trend Micro = S
Sophos
U\ \. /

ESET o
Kaspersky Lab ® CrowdStrike

Cylance McAfee
() Panda Security

@ Microsoft

Malwarebytes
Palo Alto Networks )
BHdEfE"dE'. @ Qo @ Carbon Black

Comodo ® SentinelOne @ Endgame

o Cisco

0 FireEye

® Fortinet

As of January 2018 © Gartner, Inc
2018 5= Magic Quadrant for Endpoint Protection Platforms,

Magic Quadrant for Endpoint Protection Platforms,
lan McShane, Avivah Litan, Eric Ouellet, Prajeet Bhajanka; 24 January, 2018 62



SC Media Review

STRENGTHS: Very creative convergence
of a lot of solid functionality.
Documentation is presented in a novel
way on the web portal.

WEAKNESSES: None that we saw.

VERDICT: This demands your attention no
matter what size your organization.

SOPHOS

GROUP TEST UTM/SIEM/NGFW

Sophos

XG Firewall

SOPHOS :=:

Tolt Fre « 1 86

RATING BREAKDOWN

5268 2002 Emak nasdber® 2op b cam
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Windows Server «
Hyper-V*

SOPHOS

b XenServer vimware

il \icrosoft
Bl Azure

P
¥
»

XG Series Hardware

Full range of hardware appliances with wireless AP and RED add-ons
Multi-core processors, solid-state storage, generous RAM
Industry-leading performance at all price points — Miercom tested

Virtual/Software

Vmware, Hyper-V, Citrix XEN, KVM
Flexibility regarding resource assignment and high availability
Compatible with all x86 hardware

laasS

Available in Microsoft Azure Marketplace
Up and running in minutes with preconfigured VM
Pay-as-you-go or BYOL
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XG N&=

B1E7)0f 22, S H2

Hardware

Appliances
(optional High-Availability)

) e

Wireless APs RED Devices

SOPHOS

Protection Modules Central Management

Sophos Firewall
Manager

Network Protection Web & App Protection

Sandstorm Protection Sophos iView

Email Protection Web Server Protection
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CiX|Ee2 E4tE 243 - Sophos RED
SD-WAN 24/ 2] A2t

Provisiong Service RESTful APl 3™ Party Tools

SOPHOS

. ZHEHS A AX| B =
Internet ° -|Qr |__‘5;|' HHE %ﬁ

* Full Tunnel £ Split Tunnel 774
* Hybrid WAN & dynamic path

- 2tM S| St oHEl E Zjj

- = K| = 9l 22|

Private/MPLS

[ ]
- ZIO|MIA T Ol 2

Three models:
RED 15 / 15w and RED 50

SOPHOS



Synchronized Security
& Threat Protection

SOPHOS



Threat Landscape > Technology Focus & Investment

Ransomware Office Files Cryptojacking

EternalBlue (Wanna)2t &2 =X F U™ SE=
O X| | K| %2 FUE2 Lotoh OO Y Mo at
o9 71 2 =X ol CI2EE

SOPHOS



A ZOIE Z2| & Security Heartbeat

et G oA At S AL E S 2

S XG Firewall

e % eees m mEEw

ws= _!ugzpnuij ::\

Internet

Servers

4

»

SOPHOS

< Security Heartbeat™
A

RED Heartbeat 2} El
IPS, Endpoint, Firewall
A LN EFA| A1 2t
2| = A|EFetLCL.

Sophos
Endpoints



EHE.IE.-I 0 |=||:|I_-|E E§
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XG= ZYEl A ZREEO BE
EZZlS KCtst {2 CtE

S XG Firewall
. Sophos
: o aees = meee====1 LRI ™ .
e 2 measiTEES anan’ < Security Heartbeat Endpoints
Internet
Servers
RED Heartbeat 4} El
é IPS, Endpoint, Firewall A| 21 L| X
4 SHX| Zap et H2( &

NESTIN] =

SOPHOS



A A ZL}IO|=E user ID
ol Ofo|ME BERE A7
Synchronized User ID

AD = OI0| = AMEFZQIE 9
User IDE XGE= AISC 2 ZHH

XG Firewall

: Ne®
8 mmasmimmmi ool ( Security Heartbeat™ [ ==

C IS T
Ve, -

Internet

Servers

( AD S8 /0| HH YIEYI SX U4
SOPHOS




IPS Enhancements

Enterprise pattern integration - Talos

SOPHOS Intrusion prevention

XG Firewall

*H E 04 x I H u Control center DoS attacks IPS policies
™ - L. Current activities

OI1|E1EE|'O|£ 9|-E-”__||_E.| . |PS EH EI_.l 7o|_§|_ Reports

Diagnostics

0 Firewall
Web
Applications
6070 2| ZHH| 1 2[(7|E=217H) vl
Web server 9000495

Advanced threat

SHO| M E=t

ol

7 |- Central Synchronization
9000496
VPN
Network
Routing
1000070 Policy-Other
Authentication :

System services

Action Drop packet

. Profiles

SOPHOS



Enabling Added Clarity and Control or Introducing Sophos
Security Fabric?

User Identity
Obtain User ID from EP Sophos Central Integration

for authentication Cloud Management and
Reporting for XG Firewall

{

loT Identification

Device detection and ID with
Deep Learning, Improve visibility
and ability to control use of cloud
services

O

Endpoint

Health "
llIIIIIIII‘I‘IIIIIIIIIIIIIIIIIIIIIIII mﬁ;_:::: ‘====£E;E

Server

|
|
Endpoint Stonewalling Health = g
. 4

Prevent lateral movement
even on the same network Device Access and Onboarding CASB

SCEMEl Redirect and enforce network and Cloud Access Security Broker

application level access for un-managed for visibility and control

devices

SOPHOS



Networking

SOPHOS
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Synchronized Security via Remote VPN

ol FIB o) IH2 £IBH T}E /2 B & F2/0/2E

L L

SOPHOS Connections Events

What’s New

IPSec VPN client for Windows/Mac

QIF AHEAHE f et Synchronized Security X| &
7| Hi Z e} 22

MNEX W=0| 22 5l= 7HETEALE

—

Connections

@ Burlington Head Office

9:56 AM
~AOB® W gy, B

SOPHOS



Management & Trouble-shooting

SOPHOS

8



Firewall Rule Grouping

S B 74 T2 93 o[l B

What’s New

Setup matching criteria as
part of the group definition
for auto group assignment

SOPHOS



Firewall Rule Management

Solving the problem of managing large rule sets

 SOPHOS Flrewa” W How-To Guides  Log Viewer Help Chri.-._j
XG Firewall
Cre ) ) e Solves a problem many organizations
contmiGenter have with managing large rule sets
Current Activities
Reports .
Dlagnostics More powerful firewall rule
management that’s intuitive
Firewall
sion Prevntion More compact rules with great visibility
Applications at-a-glance
Wireless
Emall Support for groups, drag and drop, and
Web Server
Advanced Threat mOUS@-Over pOp-UpS
Synchronized Security
s
| Rt [NAT]LOG]
vm 8 s v Yy Y Service m
Network ) [ Rt [naT[Loc]
Routing e : m% P
Authentication 13 . o m% B
System Services ‘: © ! w IEII!E =
JV‘:'r;ﬁles

Hosts and Services
Administration
Backup & Firmware
Certificates

C i
o
o
<

> < N

SOPHOS



Firewall Rule Grouping

8 Yt A 82 93 0[&H 2l B

What’s New Add User/network rule

Setup matching criteria as
part of the group definition
for auto group assignment

Select a group when
creating a rule or set to
automatically be assigned a
group

SOPHOS



Log Viewer SF &t

More powerful and stream//ned trouble-shooting

What’s New
9E-I %l AI—-I E_I-II 7| B 447H -LLI I: % m = Select columns
177H% AI_'IE_l'le_‘!gE %I-Ol_l General

z

<[

Off &&=l Rule IDs=
HEd=E 7|7 &

HERO A 2 =
S2YAl XI5 2EH

0
O
O
d

u =2 Ok Hu
uore © |4

15/20 Selected

SOPHOS



Sophos Central Management

SOPHOS
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Sophos Central Management for XG Firewall

XG Firewall = Sophos Central O A] ZF2/of A/ L.

One Console SUPHDS Control center

D E Central NI X & XGE &t2|s5t1,
2 Ef £ =4Ol

SSOE S¢t 2t ot A e

@) SF115_MR3

7.5.0 Beta-1)

System
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XG Firewall in Sophos Central
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Rapid Deployment
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Reporting - Bandwidth Usage
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Reporting - Health
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Reporting - Geo Activity
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SOPHOS

Security made simple.



